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tion is done in time stages so
outcomes of previous enzslgmnu can be used in making
future assignments. We will show that, for the simple cases
studied, there is a siﬂihﬂcm cost advantage in using the
dynamic strategy. We believe that similar results will for
the more problem.

In the static defense-asset problem with vulnerable C3
nodes the offense is allowed to either attack the assets
th:eraselves or to first attack the command and coaiool system,
and then the assets; if the C3 nodes are destroyed then the
defensive interceptors are assumed unusable. We first consider
simple cases where jons are made i
defensive states of knowledpe and kill probabilities. Sn:giu
are then developed and optimal weapon allocations identified.
These assumpuions are then relaxed, and further examples
demongmrate the ensuing complexity.

1. INTRODUCTION

Our long-range research objective is the quantutive study
of the theory of diszributed C? organizations. Our present
research has been concentrated on certain aspects of situation
assessment and resource commitment.

Situation assessment entails the use of sensors to detect
and track the enemy and its weapons (i.¢ missiles, tanks eiw.).
These sensors are usually geographically distributed so that
distributed algorithms are desirable. This problem can be
formulated as a distributed hypothesis testing emn. Results
on this rescarch can be found in the paper by tavrou and
Athans [1) in these proceedings.

‘The resow:te commitment deals with the optimal
assignment of the defense’s resources against the offense’s
forces so as 10 minimize the damage done to the defense's
assets. If the: battle is t;?h that t&e deé:nps:ol.:lu a sin;;:
opporunity :0 engage the enemy then em can
formulated 25 a static resource allocation problem. If multiple
engageanents are possible (as for example in the Strategic
Defense Sy;item (SDS) scenario) then better use can be made
of the defer.se's resources by assigning them dynamically (i.e.

The above resource allocation problem will typically be
solved at a C? node and the results ransmitted to the relevant
resources. These C3 nodes will therefore be of vital
importance to the defense since their deswruction will in cffect
paralyze the resources over which they have control. One
approach, that can be used to increase the reliability of the
system, is to replicate the C* nodes. In this way destruction of
the primary C? node does not affect the defense's system since
its function can then be by one of the “backup” C?
nodes. We have f a model which includes these
replicated nodes and will provide results e simple cases of the
problem.

This paper is in effect a progress report of our work on
the resource allocation problem and on the survivability issue
mentioned in the previous The models being used
are rich enough to capture the nature of the mission (e.g.
defense of assets), enemy strength (number and effectiveness
of the enemy's weapons), defense strength (number and
effectiveness of the defense's s) and strategy and
actcs erential defense, shoot-look-shoot, etc.) It shouid
be that basic research studies on these topics are virtually
non-existent.

Our work is modvated by military defense problens, two
examples of which are as follows. The first e involves
the Ant-Aircraft Weapon (AAW) defens2 of the Naval bartle
group or battle force . The assets being defended are
aircraft carrier(s), escort warships and support ships each of
which is of some intrinsic value to the defense. The threat to
these assets are enemy missiles launched from subwarines,
nag: PooSAbLies which depend on e misee pe, gt

ilities whi on issile type, target
type, ¢tc. The defense's wuxou are different of AAW
interceptors launched from Acgis and other AAW ships. The
kill probability of these weapons may also depend on the
cpacE: target-interceptor pair. The objective of the defense is
wmimintheemadswviviuvﬂueohheuuu.me
problem is to find which AAW interceptors should be assigned
to each of the enemy missiles, when should they be launched
and why. This formulation allows for a preferential defense
where, in a heavy attack, it may be optimal for the defense to
Jeave "low" valued assets undef and concentrate its
resources on saving the “high" valued assets.




The second moxivatin for our work is the
Mphnodnnsm

Missile (ICBM) silos, military installations, C3 nodes,
populations centers, etc. The threat w0 these assets are cnemy
re-entry vehicles (RV's), surrounded by decoys. The
defense's weapons are Space-based kinetic-kill vehicles
ﬁSBKKV's) and ERIS interceptors. The objective of thi
is the maximization of

has a number of interceptors (the weapons) with which to
destroy these missiles. The defense assigns a value 1o each of
the targets based on factors such as target type, point of
impact, es¢. Associated with each weapon-target pair is a kill
probability which is the probability that th2 weapon will
Gz oy the target if it is fired at it We will make the
s umption that the action of a weapon on a target is
ir:.-pendent of all other weapons and targets. The problem
f.cod by the defense is the assignment of weapons to targets
wath d‘x'e‘l objective of minimizing the total expected surviving
target value,

21 Mathematical Statement of the Static WTA Problem

‘The following notation will be used:
N = the number of enemy argets
M = the number of defense weapons
V; = the value of targeti

Py = probability that weapon j kills target i if shot at it

The solution will be represented by:
{1 if wezpon j is assigned to target i
X, =
" lo  oerwise

The optimization problem can now be stated as:

M
mn J= i viTa-p)¥ @
{xgs100)) il ‘]";‘1[ !

subjectto: i xX; = 1, j=12,..M.
=)
T.¢ objective function is the total expected value of the
surviving targets while the constraint is due to the fact that
each weapon can attack only one target.

22 Comments on the Solution of the Static WTA Problem

This problem has been proven, by Lloyd and
Witsenhsusen [2], to be NP-Complete in general. This means
that polynomial time algorithms for obtaining the optimal
:luqoul‘xx:sonotexist. One must therefore resort to sub-optimal

gorithms.

In the special case in which the kill probabilities are
independent of the weapons, denBroeder «t al. [3], have
proposed an optimal algorithm for the problem which runs in
polynomial time. This algorithm, which is usually called the

3 THE DYNAMIC WTA PROBLEM

a ;hmmbh&mmumkmemn
‘or the static problem except weapon assignments are
done in time stages each of which consists of ihe following

a?&wmmmmmmm

engagement,
®) and fire a subset of the remaining weapons with
the auﬁuwuwwvuuome
surviving targets at the end of the final suage.
We have at some simple cases of this problem to gain
insight into the general problem and to help bolster our
intuition,

3.1 The Two-Target Case

In this case we will assume that there are two targets
{Nw2), the kill probability is the same for all weapon-target
pairs, the defense has M weapons and there are K time
stages.With these assumptions we have proved the following

Theorem 3.1 Under the assumpiions giv :n above, an optimal
strategy for the present stage can be found as follows. Let T =
['M/K1 Solve the corresponding static problem with T
weapons and denote the solution by (x;} where x;is the
optimal number of weapons to be assigned to target i. The
optimal assignment for the present siage of the dynamic
problem is 10 assign x; weapons to target i.

If we further assume that V=1 and that M is divisible by
Z_I(meni:mbeshmthnxheopdmﬂmlukagel(x)is
given by:

1

M=)
IR =2KA-p) X -2KR-DA-pM G

Note that if K is large then the optimal leakage J(K) = 2(1-pM

while the optimal leakage for the carresponding static problem

is 2(1-p)M72, In other words, roughly Aalf as many weapons

are required for the dynamic strategy to obtin the same

expected leakage as that of the static strategy. This expresses,

zf a convenient form, the vaiue of the baulespace to the
ense.

In ure 1 we have plotted 'htte ki?ﬁo of the Kt-_staug‘e
leakage to the static versus probability p for the
case of two and 1 wapons.Wehlveplmeglgcases

K = 2, 4 and B. First note that the leakage advantage of the
dynamic strategy over the static one increases with the kill
probnbility.misdneuomefaathnnthekm bability
increases, the information gained from the first stage
increases. This implies that more effective use will be made of
(costly) high accuracy weapons if the dynamic strategy is
used. Next, note that the leakage advantage of the dynamic
strategy increases with the number of stages. This is due to the
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0.7 0.8 0:? 1
kill probability p
Figure 1 : J(KVI(1) vs. p for the case M=16 and N=2

Figure 2 contains plots of the ratio of the two-stage
leakage to the static leakage versus the kill probability p for the
c&seoftwom%s. ‘We have plotted the cases for which M =
4,8,12,16 and 20. Note that the leaknﬁradvnmue of the
drmm'c strategy increases with the number of mg::ﬁduud.

ote also that the same leakage advantage can be obuined by
either using a few high accuracy weapons or many low
ACCUracy weapons.

2-stage leakage
sttic leakage

Figure 2 : J(2)/J(1) vs. p for the case K=2 and N=2

‘The above result simplifies the 10 be selved. Let
us consider the two-ssags problem. M;mmuunba
sage (1.e. 2 stages 10 go). The
number of weapons that will be used in the last ﬁnm
be M-M,. Denoee the corresponding cost of the assignment, in
which weapons are spread evenly at each stage, by J(M,). The
optimal solution can then be obtained by minimizing J(M;)
over the set (0,1....M).

If J(M,) happened to bave a "coavex” shape (i.c have the
property that J(Mj+1) = J(My) 2 J(M,) - J(My-1)) then the
above minimization could be done efficiently. Unfortunately,
we can show (by example) that this is not the case.

vdml:tunowmunmcunof:(“ Neqna}ll{
targets, & chnhuity Hmponsw:
meeonmﬁnnln?gnm of weapons is less than the
aumber of targets. Our intuition tells us that a dynamic
allocation should not perform any better than a static
allocation. This is in fact the case. This result is given in the
following theorem.

Theorem 33 Under the assumptions given above, a
dynamic allocarion cannot perform any bencr than a static
allocazion. Hence it is optimal to assign all of the weapons in
the first sage. :

The above theorem is not particularly enlightening but it
allows us to concentrate on the cases in which M>N. Let us
now consider the case in which there are two N targets
mhdmﬁtvdu.ndngeﬁn bility p and M weapons
with M > N. As before, let M, the number of weapons
used in the first stage of a strategy.

%
;
4
)

Theorem 34 Under the assumptions Mgivcn above, the
optimal assignment has the property that My 2 N.

We conjecture that the above theorewm can be extended to the
case of more than two stages.

Using the ies given above we computed the
spimal whaicn et sy o fr
aum ts 2 =
0.9. The optimal valaes of M; are given in nbletyl. e |
number of targets varies from 1 10 10 (the columns) and the _#._
oumber of weapons varies from 1 w0 25.(the rows). In the
cases where the solution is non-unique we have chosen values 0
of M, which exemplify any parems. Note that for the cases N
$M < 2N-1 the optimal valve of M, is N. We conjecture that L]
this result holds in general but have 3o far failed to find a -
proof. _
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Table 1 : Optimal values of Mz for N=1:10, M=1:25, pa0.9

Figure 3 contains a plot of the ratio of the 2-stage leakage
nmmcmvgummmouumpﬁmam
weapon to mtio (i.e. M = 2N). We have plotted the
Problem s cesacs B oukage avaniage of e Qyinis ot

increases

. This implies that, for the problems that concem us
(i.c. large scale problems), the dynamic model has a
significant leakage advantage over the static model.

2-suge
static leakage

1 v
0.0
0.0} S

.

0.7
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Il
L
o
L
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o.0F N,
G.47 S

AN
0.3F N \ .

° i A — n N -

] 0. 0.8 0.3 0.4 0.8 0.8 0.v 0:. 0.9
Kkill probatTiry p
Figure 3 : J(2VI(1) vs. p for the case K=2 with Ma2N

Fgure 4 contains a plot of the ratio of the 2-stage leakage
10 the static leakage versus the number of weapons M with 3
kill probability p = 0.5. We have plotted the cases N —2,4,6,8
and 10. Note that the ﬁallmw:ﬁe““bamd ic model
increases roughly exponentially num! weapons.
thliesﬂﬂwdymmicmodeliuimiﬁcmdymm
for relatively small weapon to target ratios.

No. of defense weapons M
Figure 4 : J(2)/3(1) vs. M for the case Ku2 with p = 0.5

4. DISTRIBUTION OF THE C® FUNCTION
4.1 Introduction

Although distribution of C* functions is generally regarded

sy Ve linle quantitative insight exists as to the resulting

ins. .uhanced survivability of the BM/C® system is

y cited as the reason for such diswibution. Here we

a concept of vulnerability for the WTA function and
consider its eifect on allocation gies. i

paradigm is the defense asset model, in which the defense

defends a collection of differently valued assets against anack.

In such an t the objective of the offense is to
minimize surviving defense asset value. This can be
by either attacking the assets themselves or by

accomplished

%:; attacking the defense myﬁm the assets.
ou components system are

vdutﬁewmmﬂmmeobjwﬁwhmemd

mdeonuolecam&edu:ncﬁonofwﬁchundm:::

vulnerabiiiry, making this a potentially arractive offensive
lnuezsdvulnmbm , COteEs at the cost

stategy. In ty,
of a reduction in the offensive stockpile available to anack
assets,
The overall objective of the defense is to maximize
mmmvﬂnﬂ BM/C? nodes exist and are
only insofar as they further this. Unless some
BM/C? node causes the

centralized, R
The defense pomdl!ninmexpocwdtmviving
value by allocating some puion of its stockpile to BM/C:
defense, but in so doing reduces the number of weapons
available for defenling assets.

e




42 Prodiem Definition

the atack, if desired, but cannot change weapon
on damage y v
The defenss has a of M inmterceptors and the

of def C? node Inidall
eaptblcummlin; any :.usu. i‘:(
kill, p, and defenling interceptors ». Thus the miss
mhnﬁﬁuhuwﬂ(q.m;m

s Q1
...&.T"""""" by j defenders (1-p(1-)) and for i

). Were kill probabilities dependent on weapoas, targets
and assets this would become (for a given asset q)

ﬁn- ‘I:I(l-r“).“] @n

=]

where xij= 1 if weapon j is assigned to target i and 0
Mrvnhnmhbiﬁtyfainmpmrjnndnm
&, pgt = kill probability for target { against asset ¢ and Ng
indexes the set of wrgets aimed at asset g, The simpler

version is
ﬁu-po-r)"l “
=]

where x; is the number of defensive weapons assigned to the
i-th wrget.
‘The objective function used is
U= {V‘ + (I{)V‘ (4'3)
where § = probability that all C3 nodes are destroyed, V, =
expected surviving asset value if undefended and Vg =

expected surviving asset value if defended. The offense, then,
seeks to minimize V and the defense to maximire it. In

M
pd [0)M e
=1

Witi: the above assumptions about kill probabilities, this

reduces to
v‘.iv i [t-pan™ )
Q=) [

The expected number of surviving assets, if undefended, is

N
v v “o
!

N,
Q-

V= qun

nterceptod targess directed at the same asset (1-p(1-

The that all nodes
iwm‘m hIMIC:o are destroyed, using

t-ﬁ(l -ﬁll-p.(l-t),'ll ((h))
[ [}

where e; and y; are offoasive and defensive allocations for
the precussor antack, ¢ indexes the C® nodes and p, is the
offensive kill probability for C3 nodes. We assume that all
BM/C® nodes must be destroyed 10 eliminate the defense.

The offense wants 10 miniming U, while the defense seeks
w0 maximize it

mex min U
lrx) (4} 4.8)

A formal starement of th -roblem also includes constraints
reflecting stockpils size and shot integrality. The offense

congtraint
i.' + iNq =N (4.9)
[} -l

requires that the suin of targets directed at C3 nodes and at
assets sum 10 the offensive stockpile. The defense allocation

iiy. + ﬁix‘ =M (Y]

=] =] =] il

nonconcave. Minimal insight has been developed,
and initially we discuss numuh‘lh
4.3 Discussion

Note that this is mue only when C3 nodes are of equal value;
the same applies to the asset attacks, The purpose of a ,
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Figure 6:P;= 9,P, = 9,Qu4, N=12,i;= 6

surprisingly, the number of expected survivors

Figwe7:P.= 9,P, = 9,Qud,N=12, M= 8§

Figue $: P, = 9,P,= 9, Qud,N= 12, M= 4




Figue8:P;= 9, P, = 9.Qud,Na 13, M= I0

In figures 9-12 we present the results when the C° nodes
are sofier targets than the assers: p. = .95 and p, (assets) =
9, other parameters are Q=2, N«12 and 7 from .S to .7.
:thll-l%os m9)&:foﬁeuum:bthe@nodawii=h
weapons ues of 7. When the defensive stockpile Figure 10: P, = . «9,Qu2N= -
increases to 14, the C3 anack level drops 1o 4 only for 7 close 10:P=95,Py=9.Q=2.N=12. M= 14
w 1.0 (figure 10). If increased to 16 or 18 (figures 11 and
12), however, the offensive C° allocation drops to as low as 2
for high 7, and then switches Y0 4 and then 6 as 7 drops. It
can be seen that softer C3 nodes encourage attack, even for
relatively large defensive stockpiles,

Figure 9: P, = .95, Py= 9, Qm 2, N= 12, M = 12

Figure 11 : P = 95,P, = 9,Qu4,N= 12, M= I6
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Figure 12: P, = 95, P, = 9,Q= 2 N= 12, M= 18
Figure 13 shows the gain that replication of the comzaand

and control function provides. The ratio of the payof!f for 2 C*

MdubMdlC’nodukpleﬂmdrmt
m{u.vom.oomm ve stockpiles of 4, 8

e

Payelf Ratie for Defonne with 2 C3 Nodus : § C3 Node

11 0080
! i Med |
A
N
: e ro:;ﬂl! |
i iu-l |
MR ¥ ) — ;—,—-—d
—<——| wen |
b o |.|=’ S v 3
Dubanive KR Probshitiy (r)
Figure 13

For small M (4), the gain is quite marked: it climbs from
7 w over 10. The plateau occurs at the A at which the
offense switches from 2 to 4 and the defense from 2 to 3
weapons for the 2 C3 node case. When AM=8 the gain at first
drops and then rises for increasing r, with the minima
occurring where strategics for the one C3 node case chan
Swategies remain the same for all values of r when M=12,
and the gain decreases monotonically - equalling one when r

uals one. ‘This is to be expected, since when the defensz has
12 perfect weapons, it doesn't matter whether there are 1 or 2
C nodes: all of the offense's s will be successfully
intercepred. Figures 14 and 15 the sorategies that lead to
this result, both one and two C3 nodes resulting in the same
number of expected survivors when re], but with two C?
nodes being more effective for lower values of r.

&6&\ _

. ’9“‘“

Figure 14 : P a9, Py=.9, Qud, Nu12, M=12, 1 C’ Node

Figure 15 : P,=.9, P9, Qud, Nu12, M=12, 2 C* Nodes




§. CONCLUSIONS
The of Le. optimal “shoot-look-
shoot-look-shoot-..." stragies, can significantly improve
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